103
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.34, NO.1, Feb. 2024 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2024.34.1.103

DUML siZl 42 $8 =8 ul37|§ Xy Al=s)”

2o &) 25U
IZHECHST (e, 24

Drone Flight Record Forensic System through DUML Packet Analysis*

YeoHoon Yoon," Joobeom Yun?
12Sejong University (Graduate student, Professor)

o ok
i =

ZE Wzl &Aoo ZUREla Qe AdtelA =2 digh Al ot 2 o8& $lg =2 zalA ) v
- FoEAx olrk. ByAEQl Wi Y905 FAE] feldE 22 U ALl A EE wd7]E ghdel dig
ZA] BAo] FAoelr). sAa 4 DUML ZRZEZZ AL 8372 g 2457 geis 225z
o] Fxe} B4 dig de] vk=A] ot k5 3lEl= Payloadsl ﬂ1~6}1 theofdt =2 welo tigh £4o)
7hsdh 2ElA] B4 Bvh desiel wepa £ AFE F3 WA =REelx AAEE vy E gl 5wy
EAE A v 5 stdE o] olve 722 DUML #719] §54& *gwéﬁiu}. #ZEA o2 443 DUML
A9 Fxo wE A4 BAE sl 71E ErEn WeHe s Sashy] 4R i 248 s3se g
ZA] A A|zmEls Akt

ABSTRACT

In a situation where drone-related crimes continue to rise, research in drone forensics becomes crucial for preventing and
responding to incidents involving drones. Conducting forensic analysis on flight record files stored internally is essential for
investigating illegal activities. However, analyzing flight record files generated through the exclusive DUML protocol requires
a deep understanding of the protocol’s structure and characteristics. Additionally, a forensic analysis tool capable of handling
cryptographic payloads and analyzing various drone models is imperative. Therefore, this study presents the methods and
characteristics of flight record files generated by drones. It also explains the structure of the flight record file and the
features of the DUML packet. Ultimately, we conduct forensic analysis based on the presented structure of the DUML
packet and propose an extension forensic analysis system that operates more universally than existing tools, performing
expanded syntactic analysis.
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Fig. 1. System Overview
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Table 1. Type classification according to storage of Flight log file

Type Description

Drone Model

Inspirel

Inspire2

Mavic Pro
Matrice210

Agras MG-1S
Phantom3 Standard

Type 1 Flight Log files exist on MicroSD card

Phantom4 Standard
Phantom4 Advanced
Phantom4 Professional
Phantom4 Professional V2.0
Matrice600

Matrice600 Pro

Media Data exist in MicroSD card and

Mavic Air
Mavic2 Pro

Type II Flight Log files exist on Flash memory Mavic2 Enterprise
Mavic2 Zoom
Spark
Type TI There is no MicroSD card and Mini2
Flight log files exist on Flash memory Mavic Air2
Mini3 Pro
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File Header — Depending on the dat version, the header length is 128 or 256 bytes

128 or 256 Bytes || A Bytes | B Bytes | C Bytes | D Bytes | EBytes | - || End |

DUML Packets — The length of each packet is
determined by it’s type

Fig. 2. Basic Structure of Flight Log File
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Fig. 4. Parsing Differences by Payload Length
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Table 2. Example of Packet Payload Field

Length .
Packet Info Packet Type (Bytes) Payload Field
Remaining Time (2:4)
Remaining Capacity (20:22]
Battery 0x06AE 60 ]
Capacity Percentage [22:23)
Battery Temperature [23:25)
Date (0:4)
Time (4:8)
GPS 0x0830 68 .
Longitude (8:12)
Latitude (12:16)
Hour 0:1
Min (1:2]
Sec (2:3)
Year (3:5)
RC GPS 0x276E 30
Month (5:6)
Day (6:7)
RC Longitude (7:11)
RC Latitude (11:15)
Longitude (0:8]
Latitude (8:16]
IMU 0x0800 120 ]
Altitude (44:48)
IMU Temperature (106:108)
RightFront Speed (3:5)
LeftFront Speed (26:28)
Motor 0x276A 184
LeftBack Speed (49:51)
RightBack Speed (72:74)
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Table 3. Analysis of DUML Packets by Model

Number of Found Packet

Drone Model File Size (MB) Types Total Number of Packets
Phantom3 Std 66.5 37 1,175,964
Phantom4 Std 257 87 10,137,149
Phantom4 Adv 22.9 83 431,519
Phantom4 Pro 87.8 83 1,684,312
Phantom4 Pro+ 140 116 2,875,814
Inspirel 153 40 2,613,418
Inspire2 234 100 7,963,585
Spark 219 70 2,509,357
Mavic Pro 64.6 100 1,708,145
Agras MG-1S 268 67 5,942 842
Matrice210 252 112 7,615,049
Matrice600 Pro 81.3 116 1,442,474
Mavic2 Pro 67.4 86 1,093,323
Mavic2 Zoom 36.7 85 607,292
Mavic2 Enterprise 49.1 73 928,629
Mini2 19 41 271,254
d27} k. 94 Phantom4 Algl=E 83~116 nde] S w3t dE o 7|E 24 kA
74212l 71 esle] WHAE e 1 % Standard = A8 A3} ol EdAss Auot &
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WA A o2 IMB 9 o 3ube] 7l < FAT 5 ik weA B AYe FUh4q 87
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o] H7l eljloZ o]FiFH IMB @ 2F 17,0007N w A7 ARZE ARkl el FE AEskdeh
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FHA LR 7|8E = A7 g7t o2} o]u AA| 22 Mini2 =2% AQg 77 =2 mdle] v
g #4& SeiAdebd EE DUML i3l ebdef] 715 ¥4 A= Fig 5. 63 o] AHAHo=Z
s FEek A4S AT e ol
43 E2 S2M oo s Table 4. Verification of Flight Log
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latitude longitude altitude date time  imuTemp roll pitch yaw

399612 -106.216 2487.549 20180621 21:25:29 64.97 0.889686 -0.86523 -118.352

39.9612 -106.216 2487549 20180621 21:25:29 64.97 0.889604 -0.86473 -118.352
39.9612 -106.216 2487549 20180621 21:25:29 64.95 0.889685 -0.8643 -118.352
39.9612 -106.216 2487.549 20180621 21:25:29 64.98 0.888222 -0.86562 -118.354
39.9612 -106.216 2487.549 20180621 21:25:29 64.99 0.888957 -0.86549 -118.354

Fig. 6. Phantom4 Pro+ Flight Log Analysis Result

latitude longitude altitude date time imuTemp roll pitch yaw
145.97 -207.987 1803803 3.7E+09 275896:-2 -105.9 1.07E-41 -180 180
145.97 -207.987 1803803 3.7E+09 275896:-2  103.81 -6.28E-43 180 180
14597 -207.987 1803803 3.7E+09 275896:-2 -291.58 -6.40E-43 180 0.00098

145.97 -207.987 1803803 3.7E+09 275896:-2 54.58 -9.82E-19 -6.30E-10 -1.85E-05
-64.4888 17.6771 -452110 1.4E+09 72121:27:! 54.58 -9.82E-19 -6.30E-10 -1.85E-05
-64.4888 17.6771 -452110 1.4E+09 72121:27:! -24.46 7.75E-19 180 -180

Fig. 7. Mini2 Flight Log Analysis Result
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Table 5. Comparison of Performance between Flight Log Analysis Tools

Number of Parsed Packet Types

g Packet DROP

Model Types FLEPS DatCon Extension DROP
Phantom3 Std 35 11 11 9 9
Phantom4 Adv 83 45 32 32
Matrice600 Pro 116 47 33 28
Inspire2 100 44 30 30
Inspirel 40 11 11
Phantom4 Std 87 45 32
Phantom4 Pro 83 45 32
Mavic Pro 100 43 30
Matrice210 112 45 )
Phantom4 Pro+ 116 45 x
MG-18 67 25
Spark 70 38 X
Mavic2 Pro 86 37
Mavic2 Enterprise 73 33
Mavic2 Zoom 85 37
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Fig. 8. Matrice600 Pro RC GPS
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Fig. 9. Inspire2 RC GPS
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